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What about the app?




QOur Contributions

Two attacks that allow a malicious

Journalist
server fo mJeC-I- Grbl’rrary messages In : Ii Can we meet in front of the Marriott?

10:23

a conversation, undetected

|
Sure! 10:24

and .
Journalist

; Actually, let's meet on Light street.
w 10:23

Detailed descriptions of protocols
that were never analyzed and that

affect the security of conversations in Signal.



Attack 1: Usernames and Session Handling



Introduction of usernames in Signal

#® Signal

O

Keep your phone number private with Signal usernames

Signal on 20 Feb 2024

Username

@

axolotl|




Phone numbers vs usernames

1555-238 —— PNl (pk ", sk, ")

PNI: Phone Number Identifier



Phone numbers vs usernames

1 Y . ACI ACI
aliceuser.91 — AC|A (pkA ,SkA )

1555-238 —— PNl (pk ", sk, ")

PNI: Phone Number Identifier
ACI: Account |dentifier



ACls, PNIs and sessions

ACIl,— ACI, session: by username



ACls, PNIs and sessions

< Verify safety number

- ACI,

Tap to scan PN I

62706 10756 06727

. 12355 23138 44330
ACl,— ACI, session: by us 90624 93400 99057




ACls, PNIs and sessions

ACl,— PNI; session: by phone number



ACls, PNIs and sessions

ACl,— PNI; session: by phone number

upgrade to ACI...



ACls, PNIs and sessions

ACl,— PNI; session: by phone number

upgrade to ACl... new ACIl,— ACI session!



ACls, PNIs and sessions

ACl,— PNI; session: by phone number

upgrade to ACl... new ACIl,— ACI session!




ACls, PNIs and sessions

upgrade to ACI...
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“PNI-to-ACI” protocol
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“PNI-to-ACI” protocol

signs pk,"“' with sk ™
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“PNI-to-ACI” protocol

@)

ACIB

N

\

)

PNI
knows: g

PNI
PNIB , pkB

signs pk,"“' with sk ™
merges ACI, pk*“!, PNI_, pk ™

Involved protocols: X3DH, Double Ratchet, Sesame
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“PNI-to-ACI” protocol

+1555-1259 bobsignal.@3 PNI pk;M ACI

B B

NULL charlie .42 NULL NULL ACI.

The two identities are not cryptographically linked:
they are merged intfo the same database row.



“PNI-to-ACI” protocol

Bob

Which last name do you usually enter
@ from the inventors of RSA?

10:23

Rivest. 1004

Bob
Me too!

@ 10:23

After linking, any message with PNI; or ACI; as a source
will be displayed in the same conversation.
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The First Attack




The First Attack

PNI
pkm =(PNI_, c,, &BPN', )
c, = encryption of a message PNl
computed with the key of

the new ACIA — PNIB session




The First Attack

e Your safety number with Bob has changed.

If Alice and Bob check the safety numbers
out-of-band, they are the same.




The First Attack




The First Attack

@ You've been fired.

(‘decryp’rion ofc, PNI

All sessions are active.




More about the attack
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More about the attack

The attack can be repeated injecting new messages
e No “safety number changed” notification anymore

The attack can be bidirectional

e Bob hasto accept a message request from an unknown user and
send a message

Affected platforms
e Android~>uptov/.5/.2

e Desktop>uptov/.73.0

Fixed in 1-2 days in September 2025 after responsible disclosure
e Patch: do not accept messages coming from a PNI

18



More about the attack

The attack can be repeated injecting new messages
e No “safety number changed” notification anymore

The attack can be bidirectional
e Bob hasto accept a message request from an unknown user and
send a message
Affected platforms
e Android > uptov/.57.2
e Desktop>uptov/.73.0

Fixed in 1-2 days in September 2025 after responsible disclosure
e Patch: do not accept messages coming from a PN

Devastating impact in real scenarios
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Attack 2: Sealed Sender and Plaintext Messages



Injecting Messages

To: Bob From: Alice

In Signal, a malicious server can send a message on behalf of anyone, as
the metadata fields are not authenticated...
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Injecting Messages

To: Bob From: Alice

In Signal, a malicious server can send a message on behalf of anyone, as
the metadata fields are not authenticated...

...but it cannot forge valid ciphertexts!
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Injecting Messages

To: Bob From: Alice “Hi Bob! I'm Alice” x

Plaintext content is allowed, but only to encode errors.

20



To understand the validation process, we need to look intfo the message structure.
Standard messages consist of an Envelope, wrapping some Content

Envelope Envelope Envelope
Type: WHISPER_MESSAGE Type: PLAINTEXT_CONTENT Type: GROUP_MESSAGE
From: Alice From: Alice From: Alice
l'______________I
| Double Ratchet Msg Plaintext Msg Sender Keys Msg

|
|

|
| TextMsg I Text Msg Text Msg
| A o
C e e e e e mmm . e!
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To understand the validation process, we need to look intfo the message structure.
Standard messages consist of an Envelope, wrapping some Content

Envelope Envelope Envelope
Type: WHISPER_MESSAGE Type: PLAINTEXT_CONTENT Type: GROUP_MESSAGE
From: Alice From: Alice A From: Alice
l'______________I
| Double Ratchet Msg Plaintext Msg Sender Keys Msg

|
|

|
| TextMsg | Text Msg <—— Text Msg
- o X Q
Fe e ———- e!

Plaintext messages containing Text messages are not accepted.

21



But these messages also leak the sender identity...

Envelope

Type: WHISPER_MESSAGE

From: Alice

Envelope

Type: PLAINTEXT_CONTENT
From: Alice

Plaintext Msg

Text Msg

Envelope

Type: GROUP_MESSAGE
From: Alice

Sender Keys Msg

Text Msg
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But these messages also leak the sender identity...

Envelope Envelope Envelope
Type: WHISPER_MESSAGE Type: PLAINTEXT_CONTENT Type: GROUP_MESSAGE
From: Alice From: Alice From: Alice
l'______________I
| Double Ratchet Msg 1 Plaintext Msg Sender Keys Msg

|
|

|
| TextMsg I Text Msg Text Msg
| A o
C e e e e e mmm . e!

Sealed Sender is a protocol which aims to hide this metadata

22



Sealed Sender encrypts and authenticates the envelope...

Sealed Sender Msg

Type: WHISPER_MESSAGE
From: Alice

— I
|
|

Sealed Sender Msg

I Type: PLAINTEXT_CONTENT
' From: Alice

Plaintext Msg

Text Msg

| Sealed Sender Msg :
I Type: GROUP_MESSAGE I
, From: Alice :
I I
| Sender Keys Msg :
I 1
I

Text Ms |
: 2 (,\ :
| SEESEEEEEEREE &

23



...and places a new, anonymized, envelope outside

Envelope

Type: UNIDENTIFIED_SENDER
From: null

Sealed Sender Msg

Type: WHISPER_MESSAGE
From: Alice

Envelope

Type: UNIDENTIFIED_SENDER
From: null

' Sealed Sender Msg

' Type: PLAINTEXT_CONTENT
' From: Alice

Plaintext Msg

Text Msg

Envelope

Type: UNIDENTIFIED_SENDER
From: null

' Sealed Sender Msg :
' Type: GROUP_MESSAGE I
: From: Alice :
I |
| Sender Keys Msg :
I |
|

Text Ms |
: 9 (,\ :
elpnbininietyintetoluiabm A

24



To perform message validation, one should look in the Sealed Sender envelope

Envelope

Type: UNIDENTIFIED_SENDER
From: null

Sealed Sender Msg

I Type: PLAINTEXT_CONTENT
' From: Alice A

oo e |
|
I

Plaintext Msg

Text Msg <— x



- %ﬂjlﬁ“l\l CHEGKS THE SEALED SENDER
ENVELOPE, RIGHT? -
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Signal (on Android) performs validation using the outer envelope type

Envelope

Type: UNIDENTIFIED_SENDER
From: null A

(= = = = = == - - - ==
|
|

Sealed Sender Msg

I Type: PLAINTEXT_CONJTENT
' From: Alice

Plaintext Msg

I
I
I
I
I
I
I Text Msg «<——
I

I



Signal (on Android) performs validation using the outer envelope type

Envelope

Type: UNIDENTIFIED_SENDER
From: null A

e - ———
|
I

Sealed Sender Msg

I Type: PLAINTEXT_CONTENT
' From: Alice

Plaintext Msg

I
I
I
I
I
I
I Text Msg «<——
I

I

This passes validation and is therefore accepted as a text message!

29



But how can a malicious server forge the sender address?

Envelope

Type: UNIDENTIFIED_SENDER
From: null

Sealed Sender Msg

I Type: PLAINTEXT_CONTENT
' From: Alice

(= = e = = = = - |
|
|

Plaintext Msg

Text Msg

30



But how can a malicious server forge the sender address?

Envelope

Type: UNIDENTIFIED_SENDER
From: null

Sealed Sender Msg

I Type: PLAINTEXT_CONTENT
' From: Alice

(= = e = = = = - |
|
|

Plaintext Msg

Text Msg

What properties does sealed sender actually provide?

30



Signal Sealed Sender

PKE.Enc(pkB, msg:pkAIIACIAllcer’r)

Wants to wrap msg m

Y
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Signal Sealed Sender

The Signal server signs (pk,, ACl ) to
certify the association

PKE.Enc(pkB, msg:pkAIIACIAllcerT)

Y

Wants to wrap msg m
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Signal Sealed Sender

The Signal server signs (pk,, ACl ) to
certify the association

PKE.Enc(pkB, msg:pkAIIACIAllcerT)

Y

AUthPKE.Enc(pkg, sender_sk=sk,, msg=m)

Wants to wrap msg m
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Signal Sealed Sender

The Signal server signs (pk,, ACl ) to
certify the association

PKE.Enc(pkB, msg:pkAIIACIAllcerT)
|

Y

AuThPKE.Enc(pkB, sender_sk:skA, msg=m)

Wraps m and ensures it was sent by Alice

Wants to wrap msg m

31



Signal Sealed Sender

The Signal server signs (pk,, ACl ) to
certify the association
pkA Reveals the sender identity to Bob V¥ I

PKE.Enc(pkB, msg:pkAIIACIAllcerTX—
| -

>

AuThPKE.Enc(pkB, sender_sk:skA, msg=m)

Wraps m and ensures it was sent by Alice

The root of trust is the (possibly malicious) server!

31



Sealed Sender does not authenticate

PKE.Enc(pkg, msg=pk,,||ACI, ||cert’)

AuThPKE.Enc(pkB, sender_sk:skM, msg=m)

Wants to wrap msg m

-
>
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Sealed Sender does not authenticate

PKE.Enc(pkg, msg=pk,,||ACI, ||cert’)

-
>

AuThPKE.Enc(pkB, sender_sk:skM, msg=m)

Wants to wrap msg m

But Bob knows pk, if he contacted Alice beforehand, so surely
he can check that pk, !=pk, ...

32
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Sealed Sender does not authenticate

Y

34



Sealed Sender does not authenticate

I'm Alice, and pk,, is my long-term key!

Here's a message encrypted using pk, !

Y
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Sealed Sender does not authenticate

I'm Alice, and pk,, is my long-term key!

Here's a message encrypted using pk, !

Y

34



Sealed Sender does not authenticate

I'm Alice, and pk,, is my long-term key! SEEMS LEGIT

Y

Here's a message encrypted using pk, !

34



Combining the Two Issues

PKE.Enc(pkB, msg:pkMIIACIAllcer’r’)

Y

AuThPKE.Enc(pkB, sender_sk=skM, msg=m)

The server can send
messages as any user...

... and send plaintext content,
bypassing authentication

Envelope

Type: UNIDENTIFIED_SENDER
From: null

| Sealed Sender Msg

: Type:
, PtoxtNAEXE CONTENT

Plaintext Msg

Text Msg

35



Vulnerability Timeline

2026
2021 Our attack is patched by validating
The Plaintext message Sealed Sender-wrapped Plaintext
type is introduced messages

2018 2023
Sealed Sender Validation is introduced on
intfroduced in the “Big Plaintext-type messages (but not for
Bang” commit Sealed Sender messages)

(With the first issue
already present!)

This vulnerability existed for 5 years!
36



Conclusions
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Could we have spotted this earlier?

Formal analyses could have spotted these attacks...

Type: UNIL —
From: Alice
To: Bob \
..but only if they captured the ..and only if they captured the
system in enough detail interaction between all protocols

...but our techniques do not seem mature enough to capture
this level of complexity yet.
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For vendors

There’s no such thing as a
cryptographic core. Everything in
the application is security-relevant.

= Cryptography should be audited
- - Al along the rest of the code.




Platform-Dependent Logic

Attack 1 affects Android and Desktop.
Attack 2 affects only Android.

Avoid scattering cryptographic logic
across modules and platforms.

- e e e = =
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We analysed Signal in the malicious server setting.

We found two attacks which violate conversation
integrity.

Signal for iOS was unaffected by both attacks.
Signal Desktop was unaffected by the second attack.

Both attacks were patched very quickly by the Signal
team, whom we thank for the smooth disclosure
procedure.

kitruong@ethz.ch
https://ktruong.dev

noemi.ferzo@mpi-sp.org

https://nterzo.sh

[=] SAp o]

[w]

ePrint Link
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Injecting Messages

For ease of demonstration, we read the sender ACI from the device DB.
No cryptographic keys are read.
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